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Introduction

Modern automobiles consist of a number of different computer components, called Electronic Control
Units (ECUs). Each automobile cont&ios 20-100 of these devices, with each ECU being responsible
for oneor morepatrticular features of the vehicle. For example, there is an ECU for seatbelt tightening,
one formonitoring thesteering wheel angle, one to measure if a passenger is in the car, one to control
the ABS systenand so on These EQLheed to pass data to one another so they can make decisions on
how to act. For example, an ECU may act differently depending oméfihis in drive or reverse

whether it is moving or stationary

Some ECUs also communicate with the outside world as well as the internal vehicle network. These
ECUs pose the biggest risk to the manufacturer, passenger, and vehicle. The optiaiesieail

attackers will be influenced by the different remote endpoints offered, the topology of the vehicular
network, as well as safety features programmed into the various ECUs under consideration. This paper
attempts toanalyzenumerous automobiles vaiyg in production year to show how remote attack
surfaces have evolved with tiraand to try to quantify the difficulty od remote attack for a variety of
different automobiles This analysis will include how large the remote attack surface is, how ségpnen
the ECUs which have physical control of the automobile are from those accepting external input, and
the features present in the automobile which allow computers to physically control it. Additionally, this
paper recommends defensive strategies inchgdan IDSype system to detect and prevent these types

of attacks.

Anatomy of a Remote Attack

Safety critical attacks against modern automobiles generally require three stages. Tsdjest
consists of amttacker remotely gaiimgaccess to an intead automotive network. This will allow the
attacker to inject mesages into the cars networkdirectly or indirectlycontrollingthe desired ECU.
You can imagine such an attack occurring by sgnsibme kind of wireless sigraald compromising a
listening ECUsubsequently injecting codResearchers from the University of Washington and the
UniversityCalifornia San Diegiere able to get remote code execution atelematics unit of a vehicle
by exploiting a vulnerability in the Bluetooth stackaof EZU andseparatelycompromising a cellular
modem|[3]. Depending on the desires of the attacker, this might be the end of the aftacbxample
the compromised ECU may control a microphased to eavesdrop on the vehicle

Cyber physicattacks(attacks that result in physical control of various aspects of the automglule)

the other handwill require interaction with other ECU4t is difficult to measure how susceptible a
particular vehicle is to remote attaskince it depends on the presence @brsence) of vulnerabilities.
What we can measure (and do measure in this paper) is the attack surface of each vehicle thigl use
informationas a proxy to estimate susceptibility to the first stage of remote attack.

The compromised EQuentioned in thefirst stagetypicallycannot directly control safety critical
features of a vehicleThis ECUs job is typically only related to receiving and processing radio signals.
Therefore, acyber physicahttackusuallyrequires a secondtepwhich involvesnjecting messagesnto

the internal automotive networkn an attempt to commuicate with safety critical EGLsuch as those
responsible for steering, braking, and acceleration.



In some vehicles, this mée trivial, but in many designthe ECUvhich was compromised remotelyill

not be able to directly send messages to these safety critical ECUs. In this case, the attacker will have to
somehow get messages bridged from the netwofkompromised ECU to the network where the

target ECU lives.

This might require tricking thgatewayECU or compromising it outright. The academic researchers
mentioned above demonstrated a way to compromise the bridge ECU in their vehicle to get from the
less privileged CAN network tioe one containing the ECW ¢harge of brakingln this paper we discuss
the various architectures of different vehicles and examine the effect these topologies may have on a
remote attack.

After the attacker has wirelegscompromised an ECU and acquired the ability to send ages<o a

desired target EClthe attacker may communicate with safety critical ECUse final step is to make

the target ECU behave in somway that compromises vehicle safetyrhis involves reverse engineering

the messages on the network and figuring the exact format to perform some physical action. Since

each manufacturer (and perhaps each model and exarhg/ear) usdifferent data in the messages on

the bus the message reverse engineering process requarEgge amount of workind will be

manuacturer specific For example, the messages to |l ock the
Il i kel y woarvéhicle frerm aifferest manufacturer.

Additionally some EC&will only listen to certain messages and may have safety featuresriailt i
them, such as not responding to certain messages while the vehialenistion. This third stage was
the focus of our previous research effofg. In general, it is tough to know withoatdetailed
investigation whether it is possible to affemyber physicafeatures though message injection since it
essentially relies on the implementation of the ECUs. In this document, we again take an approach
similar to measuring remote attack surface.

For each vehicle, we list ttemmputercontrolledfeatures of the vehicle. For example, while it is

possible to adversely affect ECUs sometimsing vulnerabilities (see how the braking on a Ford was
manipulatedin [9] orhow the brakingwas manipulatedn the Chevy in [3]), it is even easier when

controlling braking is #eatureof the automobile. In the Toyota Prius in [9], the collision prevention

system was designed to stop the vehicle when certain CAN messagesaeiked This didn’t
a vulnerability but was asafetyfeature. So while allehicles may (or may) not be vulnerable to safety

critical actions through CAN message injection, we assume those with advanced computer controlled
features are more susceptibtence they are designed to take physical actions based on messages

received orthe internal network



This paper

By Il ooking at each car’s remote attack surface, i
features we are able to draw some conclusions about the suitability of the vehicle to remote attack.

This deasntthat the most susceptible I ooking isn’t
or that the most secure | ooking isn’t in fact tri

measure of the security of a large number of vehiclesthatu |l dn’'t be possible to e>»
without a massive effort It also provides an outline on how to design and construct secure vehicles,
namely in making each of these three stagéexploitationas difficult as possible.

The authors also discsdifferent strategies to securing vehicles from remote attack in a layered, attack
resilient fashion. In particular, it introduces a device that acts like a network intrusion detectibn
preventiondevice as well as discusses some early teséaglts

Lastly, to the authorsknowledge, this is the first publicly available resource for automotive network
architecture review. While network architecture review is commonplace in modern network/computer
security, much o&utomobile topologyhas been shroued in secrecy

Remote Attacks not related to Automotive Networks

There are a number of remote attacks that have nothing to do sathding messages @utomotive

networks such as CAM large focus of this papeMhese mostly fall into two categories. eTfirstare

attacks where the remotely attacked ECU is the final target of the attack. For example, a remote attack
against the telematics unit may allow the attacker to listen and record conversations in the vehicle. If
this is all the attacker wantshén the automotive networkontaining thetelematics unit is likelyo be
irrelevant.

The secondype of attack ionethatd o esn’t actually get remote code e
physical behavior of the vehiclén example of this might inclugltricking the sensors of the vehicle.

One could imagine sending raddgnalsthat nt er f er e with a car’'s collisio
it to think a collision igfmminent, resulting in the brakes being engaged

These types of attacks are interggj but are not a focus of this paper.

Author Notes

Automaobile technical information sites, much like the vehicles they describe, vary from manufacturer to
manufacturer. We did our best to normalize the data, such as$ [BBngs attack suface, and network
topology, whileattemptingto preserve the terminology used by individual automakeérhis was not an
easy task as just finding network topology information could take many hours (apparently the websites
were not intuitive to us).Sometmes older models did not even appear to have publicly available
informationonline, hence the variance in make, model, and yefavehicles detaileéh this paper.



Remote Attack Surfaces of Automobiles

This section outlinesome common remote attack vectors fimodernautomobiles in order to

understand where, on the automotive network, an attacker may first arrive. While this discussion will
be mostly general, for clarity we use examples from actaed,ausually a 2010 FbEscape and 2010
Toyota Priussince we are intimately familiar with these vehidiesn previous research

Passive AnfTheft System (PATS)

For many modern cars, there is a small chip in the ignkeynthatcommunicates with a sensor on the
steering olumn. For the Escape, this sensor is wired directly into the Instrument Cluster (IC) ECU.
When the key is turned, the elboard computer sends out an Rignal thatis picked up by the
transponder in the key. The transponder then returns a unique RBElsmthe vehicle's computer,

giving it confirmation to start and continue to run. This all happens in less than a second. i the on
board computer does not receive the correct identification code, certain components such as the fuel
pump and on some the starter will remain disabled.

The instrument cluster (IC) for the 2010 Ford Escape



The PATS sensor for the 2010 Ford Escape
Range: 10 centimeters.

Analysis:It may be possible toreatea denial of servicattack thatwould cause the car not to start,

even with the proper key inserted. As far as remote attacks are concerned, this attack surface is very
small. The only data transferred (and processed by the software on the IC) is the identification code and
the underying RF signal. It is hard to imagine an exploitable vulnerability in this code, and even if there
was, you would have to be very close to the sensor, as it is intentionally designed to only pick up nearby
signalsThe authors believe the main exploitatieector would be for vehicle theft, not remote code
execution.



Tire Pressure Monitoring System (TPMS)

Each tire has a pressure sensimat is constantly measurinte tire pressure and transntibg real time

data to an ECU. In the Escape, the rengigensor is wired into the Smart Junction Box (SJB). This radio
signal is proprietary, but some research has been done in understanding the TPMS system for some
vehicles and inv&igating ther underlyingsecurity[1] [2].
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The SJB from the 20Fdrd Escape.



The circuit board from within the SJB of the 2010 Ford Escape.

The SJB contains a MAX1471A 315MHz/434MHZPloover, 3V/5V ASK/FSK Superheterodyne Receiver
[5], seebelow, to receive the RF signals.



A closeup of the RF chip located dhe SJB.

Range~1 meter.

Analysis It is certainly possible to perform some actions against the TPMS, such as causing the vehicle
to think it is having a tire problem, or problem with the TPMS system. idddlty, researchers have

shown [2]that it ispossible to actually crash and remotely brick the associated ECU in some cases.
Regarding code execution possibilities, it seems the attack surface is rather small, but remote bricking
indicates that data is being processed in an unsafe manner andssmihht be possibleddditionally,

many times the TPMS is not connected to the vehicle network, and is only responsible for illuminating a
light on the instrument cluster



Remote Keyless Entry / Start (RKE)
Key fobs contain a sherange radiaransmtter that communicates with an EGQblthe vehicle. The
radio transmittersends encrypted data containing identifying information from which the ECU can
determine if the key is ‘@ and subsequently lock, unlock, and stifue vehicle. For example, in the
Toyota Prius, the smart key sends a signal to a receiver, which in turntberidéormationto the
Smart Key ECU that is connected to the CAN and LIN buses.
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Smart Key ECU2010 Toyota Prius
Range~520 meters

Analysis Again, it may be possible to cause a deniaesf/ice that would not allow the car to be

remotely locked/unlocked/starte@nd in some cases it may be possible to unkiekt the car without

the proper key fob.With regards to remote code execution, the attack surface is quite small. The Smart
Key ECU must have some firmware to handle reading RF signals, encryption/decryption code, some logic
to identify data from the key fojand to be programmed for additiahreplacement key fohs While

this is a possible avenue @&mote code executiofthe attack surface is quite small.



Bluetooth

Most vehicles have the ability to syndaviceover Bluetooth with the vehicle. This represents a

remote signal of some coplexity processed by an ECU. In the EscapeBitistooth is received and
processed by the Ford SYNC computdso known as the Accessory Protocol Interface Module (APIM).
This allows the car to access the address book of the phone and make phon&lealtsar maylso

access and stream musiod pcturesfrom the phone.

The APIM for the 2010 Ford Escape

In order to pair a phone to thEscapeyou have to press the phone button on the ACM, then add new
phone. The ACM displays a random 6 digit PIN number that needs to be entered on the phone. The
ACM even has a recorded voice instructing you what to do. There does not appear to be a way to
covertly add aBluetooth device without user interactigralthoughan unsolicited pairing vulnerability is
not out of the realm of possibility



Unlike the other signals up to now, tiBiuetooth stack is quite large and represents a significant attack
surfacewhich has had vulnerabilities in the pg$0]. There are generally two attack scenarios involving
a Bluetooth stack. The first attack invohas unpaired phone. Thiattackis the most dangerous as any
attacker can reach this code. Téecond méhod of exploitationoccursafter pairing takes place, which

is less of a threat as some user interaction is involved. Previously, researchers have shown remote
compromise of a vehicle through the Bluetooth interface [3]. Researchers from Codenomieon hav
identified many crashes in common Bluetooth receivers found in automoBiles [

Range~10 meters possibly more depending on the protocol and antenna

Analysis Right now the authors of this paper consider Bluetooth to be one of the biggest and most
viable attack surfaces on the modern automobile, due to the complexity of the protocol and underlying
data. Additionally, Bluetooth has become ubiquitous within the@motive spectrum, giving attackers a
very reliable entry point to test.



Radio Data System

The radio receives not only audio signals, but some other data as well. In the Escape, the Audio Control
Module (ACM) has many such remote inputs, such as A®REM Radio, and Satellite radio. These
signals are mostly simply converted to audio outp
which means they are likely to not contain exploitable vulnerabilit@aepossible exception is likely to

be the Radio Data System data that is used to send data along with FM analogue(sigtieds

equivalenton satelliteradio). This is typically seen as radios will say the names of stations]ehef

the song playing, etc. Here, the danust be parsed and displayed, making room for a security

vulnerability.

The ACM for the 2010 Ford Escape

Range Theoretically miles, but more realistically around 100 meters

Analysis Although the end result is thsame as Bluetooth, the likietiod of this attack occurring and
being successful is much lowerherefore while you could have control of tA€EMwe don’'t per cei
the threat to beas great.



Telematics / CellularWi-Fi

Many modern automobiles contain a cellular radichich is usedo connect to the vehiclao a cellular
network, for exampleG M’ OsiStar It can also be used tetrieve data, such as traffic or weather
information. In somaewervehicles, it even serves as a rem@teFihotspot

The Toyota PriusCoamecwithetnhar ewnaadetierpatcgener i cal |
system. The Safety Connect systems permit for emergency calling, stolen vehicle tracking, and roadside
assistance via audio and data communications between the call center and the vehicle.
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The telematics receiven the Priusused a Qualcomm chip and commuaites over a 3G/CDMA
connection, as shown below

AN IR

6145670050

LRGN OGTT53 TRANSCEIVER ASSY.TELEMATICS

e alliid (T
; tl (1) ]‘( ON WS ic:0 7100000117168
56741-75011 [ISIEngea e 2
434800-0530 Contains FCC I:09EGTy 434800-0530
DENSO WADE INJAPAN ™

Telematics ECY2010 Toyota Prius

Range Board / Varying

Analysis This is the holy grail of automotive attacks since the rangaiis groad (i.e. as long as the car
can have cellular communications). Even though a telematics unit may not reside directly on the CAN
bus, it does have the ability to remotely transfer data/voice, via the microphone, to another location.
Researchers prgouslyremotely exploitedatelematics unit of an automobile without user interaction

[3].



Internet / Apps
As cars move into the future, they are being more connected with features normally found in desktop
computers like apps and even web browserse 2014 JeepCherokee even has a Wi hotspot with

open ports (when not using encryptian)

Starting Nmap 6.01 ( http://nmap.org ) at 2014 -07-27 21:57 CDT
Nmap scan report for 192.168.5.1

Host is up (0.0022s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

2021/tcp open servexec?

6667/tcp open irc?

$ nc 192.168.5.1 2021
<GCF 000059 TS_10_0000517828>CALL NADPhone:4564 NetAccess_Read handle=1

codec=CODEC_HEX;

<GCF 000084 TS_10_0000517829>CALL NADPhone:4565 NetAccess_Write handle=1

codec=CODEC_HEX data='41542B434545520D",

<GCF 000058 TS_10_0000517830>RESP NADPhone:4565 NetAccess_Write

error=WRITE_ERROR_NONE;

<GCF 000158 TS_10_0000517983>RESP NADPhone:4564 NetAccess_Read
data='"0D0A2B434545523A204E6F20636175736520696E666F726D6174696F 6E20617661696C61626C650D

OAODOA4F4BODOA' error=READ_ERROR_NONE;

&
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=
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@

g~

BMW ruﬁning web browser http://www.techradar.com/news/cartech/bmw-upgrades
connecteddrivewith-touch-3grinternet-appsandmore-1159983/2

Range N/A

Analysis We believe this new technology opens up many attack vectors that did not exist before, such
as web browser exploits, rieious apps, and internet service exploitation. Not only is the added attack
surface being added in droves, but the underlying research and exploitation methodologies are widely
understood by attackersComplex code is being added to vehicles and thenea reason to believe
corresponding antexploitation technologies are being added with them.


http://www.techradar.com/news/car-tech/bmw-upgrades-connecteddrive-with-touch-3g-internet-apps-and-more-1159983/2
http://www.techradar.com/news/car-tech/bmw-upgrades-connecteddrive-with-touch-3g-internet-apps-and-more-1159983/2

Cyberphysical features

In the final stage of a cybghysical attack, the attacker wishes to send messages to a safatal ECU

and make it take some unsa&etion, such as locking up the brakes or turning the steering wheel. While
this may be possible even without cybghysical featureshaving the presence of computers that

control physical actions make the likelihood of cyber physical attacks much higheseadvanced
technologyfeatures ensure that these ECUs are listening tonlessages on the network and making
physical changes to the vehicle basedhoessages seenWe have seen safety mechanswilt into

ECUs that can limit what an attacker @m For example, the messages which indicate the steering ECU
to turn the wheel for parking assist may only work if the vehicle is moving very slowly or the messages
which tell the steering ECU to turn the wheel for lane keep assist may only allowwatyr®vements

of the wheel. In other words, the presence of these features is not necessarily for attack and can have
protections built in, but attacks are likely easier in their presence than in their absBatmy we briefly
introduce some of these bgr-physical features present on some modern automobiles.

Park assist

Park assist, also referred by some manufacturers as intelligent park assist, active park assist, parking
maneuver assistant, or automatic sekirking helps the driver park in tight sgotThere is usually a
dedicated ECU that takes in data from sensors and calculates how the steering wheel should be turned
to park in a spot. It communicates the desired steering wheel positiinthe steeringwheel EClihat

then turns the wheel. Thigatures means that under some conditions, the steering can be turned by
sending messages over the automotive netwoilkhis feature is only needed when the vehicle is moving
very slowly, andh practice there are typically safety mechanisms that tryrevpnt the wheel from

turning due to this feature whethe vehicleis at anything but slowpeed.

Adaptive cruise control

Adaptive cruise control is a feature that tries to maintain the desired speed of the vehicle even in the
presence of other vehicleAs the vehicle approaches a slower dgawill apply the brakes to slow

down, sometimes all the way to a stop if necessary. As the slower car speeds up or gets out of the way,
the automobile will speed up again to the desilggeed This means that a otputer is controlling the
braking and acceleration of the vehicle based on sensor readiPgdions of the vehicle contralre

performed over the internal vehicleetwork and are designed to work at speed.

Collision prevention

Collision prevention systesn sometimes calledrash mitigation, automatic braking, city braking, or-pre
collision systems are designed to prevent or lessen crashes by applying the brakes when a crash is
eminent. The sensors and collision calculations are typically performed dy@deand messages are
sent to the brakes to tell them to engage. This system is designed to work at speed.

Lane keep assist

Lane keep assist, sometimes called active Es®ist, LaneSensay, lane keeping assist is designed to

prevent cars from leavindheir lane on accident. A camera detects the lines of the lane and an ECU
computes if the car is about to leave the lane. By either sending messages to the steering or brakes, the
car is able to adjust the location of the car within the lane. This ihangystem designed to work at

speed.



Evolution of Automotive Networks

As vehicles have gotten more complex, the remote attack surface has expafddiionally, the

number of ECUi a vehiclehas gone upvith the complexity of the automotive netwotiikcreasing For
example, consider the Jeep Cherokee from 2010 vs 2014. In just 4 years, the number of ECUs has more
than doubled. Below are illustrations of the CAN C network for this vehicle from 2010 and 2014.

CAN C NETWORK TOPOLOGY

ESM ASSE MBLY
MODULE-OCCU

CLASS IFICATION
MODULE-OCCUPANT RESTRAINT
CONTROLULER

LM MODULE-POWERTSAIN CONTRO
SAS SENSOR-STESRING ANGLE

icy MODULE-TRANSMISSION CONTRQL
MODULE-TOTALLY INTEGRATED
EOWER

WON  IMODULE-WIRELESS CONTROL

INLINE
Term Details
c10s NLINE CONNECTOR -BODY TO
ENGINE
c20 NLINE CONNECTOR -BODY 70
NSTRUMENT PANE
ca12 NLINE CONNECTOR -BODY 7O

|~ ~ IPASSENGERSEAY 000 |

SYMBOL OPTION

de RAD

CANC Network-2010 Jeep Cherokee
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VODULE - POWERTRAN CONTRO: (2.84)
LE - RAXO
LE - RADIO FRECIUENCY HUB
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N T~ACC
3 _ -AHLM

EPS
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Y .colP

/ CAN C Network Topology

As you can see, the 2014 Jeep has almost twice as many ECUs, rasatiofed complexity and also

denotes

a

manufacturer

S neces Newfeaturesarenoredasily p | e x

added into exighg automobile infrastructure, instead of running new wires or adding additional

networks.

m



Remote Survey

The carexamined in this papdrave had their features, standards, and network architecture examined
to determine the functionality and subsequent remote attack surface documerfed.each vehicle we
document

1 The remote attack surface (i.e. Bluetooth, telematics, etc)

1 Thecyber physialcomputer controlled featuresThe term cyber physical is used to denote
automotive features that perform physical actions through the input of message on the
automotive network such asdaptive cruiseontrol, collision prevention, and many others

1 Layut of the internal automotive network, including the ECUs with remote attack surface and
the ECUs with safety critical components

By looking at the layout of theternal automotive networks, the locations of the various ECUs, and
considering the safetyritical computer controlled features, one can begin to get a grasp on the
difficulty (or simplicity) bremote attacks against that particular vehicle.

Obviously we were not able to acquire each vehicledfetailedtesting, but the first step in any
automotive assessment would lzefeatures and architecture revienECUs that are bolded have
significance with regards to wirede exploitationcommunications bridgingor havingcyber physical
functionality.

We were aware that certain manufacturers are not present in this paper. Many times it was due to
overlap in parent company’s vehicles and other
navigate.

Legend

_— @ Engine Conrol
‘..'ﬁ}' Steering Controls () Braking Systems Module

Remote Keyless Tire Pressure (l et 1)
p Entry/Start @ Manitor System ANFIXM

5
% Bluetooth & Cellular Q Internet / Apps
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2014 Audi A8

http://image.motortrend.com/f/roadtests/sedans/1307_2014_audi_a8_|_tdi_first_test/52692898/2@1@lia8-|-3-0t-side-in-motion.jpg

Standards CAN, LIN, MOST, FlexRay

Wireless CommunicationdRemote Keyless Enthgtart, Bluetooth, CellulalVi-Fi, AM/FM/XM Radio,
Proprietary Rait, Audi Connect

Cyber Physicaldaptive Cruise ControActive Lane Assishudi PreSense

Drivetrain CAN

1. ECM (J623)

2. ABS (J104)

3. Airbag Control (J234)

4. Transmission Control Module (J217)

5. Electrical Drive Main Relay (J437)

6. ElectreaMechanical Parking Brak&ontrol Module (J540)
7. Level Control System Control Module (J197)

8. Steering Angle Sensor (G85)

9. Data Bus on Board Diagnostic Interface (J533)



Convenience CAN

©Coe~NoohwNRE

=
o

11.
12.
13.

14.
15.
16.
17.
18.

Driver’s Door Contr ol Modul e (J386)
Front Passengers Door Control Module (J387)
Left Rear DooControl Module (J388)
Right Rear Door Control Module (J389)
Memory Seat / Steering Column Adjustment Control Module (J136)
Passenger Memory Seat Control Module (J521)
Towing Recognition Control Module (J345)
Steering Column Electronics System Control Module (J527)
Tire Pressure Monitoring Control Modul@502)
a. Connected via LIN to TPMS Transmitters

. Climatronic Control Module (J255)

a. Connected via LIN to A/C
Comfort System Central Control Module (J393)
Vehick Electronic System Control Module (J519)
Access/Start Control Module (J518)

a. Connected via LIN to Access/Start Authorization Switch (E415) & Keyless Acces

Authorization Antenna Reader (J723)

Vehicle Electrical System Control Module (J520)
Parking Aid GQdrol Module (J446)
Auxiliary Heater Control Module (J364)
Energy Management Control Module (J644)
Data Bus on Board Diagnostic Interface (J533)

Instrument Cluster / Gateway CAN

1.
2.

Instrument Cluster Control Module (J285)
Data Bus on Board Diagnostic Interface (J533)

Distance Control CAN

1.
2.

Distance Regulation Control Module (J428)
Data Bus on Board Diagnostic Interface (J533)

MOST Ring

oakwmnE

e

CD Changer (R41)
Digital Sound System Control Module (J525)
Radio & Speech Inp@ontrol Module (J507)
TV Tuner (R78)
Navigation system w/ CD Drive Control Module (J401)
Telephone/Telematics Control Module (J526)
a. Bluetooth
b. Telephone Handset (R37)
Telephone Transceiver (R36)
Front Information Control Head Control Module (J523)
Data Bus on Board Diagnostic Interface (J533)



RKE Access Control Module Convenience CAN
TPMS Tire Pressure Control Module Convenience CAN
Bluetooth Telematics Control Unit MOST Ring
FM/AM/XM Radio Control Module MOST Ring
Cellular Telematics Control Module MOST Ring
Internet / Apps Audi Connect System MOST Ring
Diagram

Drivetrain f

CAN

Distance Control
Module

Instrument Cluster

Dlagnusllc Connector

Gateway Interface J533
CAMN

Distance Control
CAN p
Convenience )
CAN HCertain ECU




2014 Honda Accord LX (Sedan)

http://images.newcars.com/images/caictures/original/2014HondaAccordSedanL x4dr-SedarPhoto.png

Standards CANK-Line, SNET

Wireless CommunicationdRemote Keyless Entigluetooth, AM/FM/XM Radio, Proprietary Radio
HondaLink

Cyber PhysicaAdagive Cruise ControForward Collision Warning, Lane Watch

B-CAN

1. UnderDash Fuse/Relay Box

2. Audio Unit / Navigation Unit

3. HVAC Control / Climate Control Unit

4. Power Window Master Switch

5. Center Junction Box

6. 5NAPSNRa Wdzy OliAzy . 2E
7. Sunlight Sensor

8. Gauge Control Module

9. Keyless Access Control Unit

10. Power Seat Control Unit



FCAN

PowertrainControl Module (PCM)
VSAModulator-Control Unit

EPS Control Unit

Engine Mount Control Unit

SRS Unit

ANC / Active Sound Control Unit
DLC

Center Junction Box

Steering Angle Sensor

0. Gauge Control Module

11. ACC Unit

12. Audio Unit / Navigation Unit
13.5 NA GSNDa Wdzy OlGiAzy . 2E
14. FCW/LDW Camera Unit

Boex~NooghrwdE

Front Passenger’s Weight Sensor
VSA ModulatoControl Unit

EPS Control Unit

UnderDash Fuse / Relay Box

ANC/Active Sound Control Unit

Audio Unit / Navigation Unit

Keyless Access Control Unit

DLC

Center Junction Box

©CeNohwNE

SNET
1. UnderDash Fuse Relay Box
2. Keyless Access Control Unit

3. PCM
RKE Keyless Access Control Unit B-CAN K-Line/ SNET
TPMS VSA ModulatoControl Unit FCAN
Bluetooth Audio Unit / Navigation Unit FCAN B-CAN K-Line
FM/AM/XM Audio Unit /Navigation Unit FCAN B-CAN K-Line
Cellular N/A N/A

Internet / Apps HondaLink FCAN B-CAN K-Line



Diagram

Center Junction
Box

& (O

F-CAN

S (@)

B-CAN

Driver's Junction
Box

Audio fNav Unit
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2014 Infiniti Q50

http://images.dealer.com/autodata/us/640/color/2014/USC40INC251A0/GAC.jpg
Standards CAN

Wireless CommunicationdRemote Keyless Entry, Bluetooth, Cellular, AM/FM/XM RBRdaprietary
Radiq Infiniti Connect

Cyber Physicalhdaptive Cruise Control, Direct Adaptive SteerBtgerby-wire, Driver Assistance
System

Intelligent Transportation Systems (ITS) Communioat Circuit
1. Side Radar LH
Around view Mirror Control Unit
Driver Assistance Buzzer Control Unit
Side Radar RH
Acceleration Pedal Actuator
Sonar Control Unit
ICC Sensor
ADAS Control Unit (GATEWAY)

o Sl on G o= Go



Chassis Communications Circuit

1. Steering Angle Main Control Module
2. Lane Camera Unit
3. Chassis Control Module (Gateway)

CAN Communications Circuit 2

©Coe~NoohswNRE

. DLC (ODB)

10. CAN Gateway (Gateway)

Chassis Control Module (Gateway)
ADAS Control Unit (Gateway)

ABS Control Unit
PreCrash Seat Belt Control
AWD Control Unit

Driver SeaControl Unit
Steering Force Control Module
Steering Angle Sensor

CAN Communications Circuit 1
IPDM E/R (Intelligent Power Distribution Module Engine Room)
Combination Meter
AFS Control Unit (Adaptive Frdigthting System)
High Beam Assist Control Module
ECM (Engine Control Module)
TCM (Transmission Control Module)
A/C Auto Amp
Airbag Diagnosis Sensor Unit
Display Control Unit
. TCU (Telematics Control Unit)
. BCM (Body Control Module)

©CeNoOhwNE

e
N O

. DLC (ODB)

=
w

RKE

TPMS
Bluetooth
FM/AM/XM
Cellular
Internet / Apps

. CAN Gateway (Gateay)

BCM
BCM
TCU
TCU
TCU
TCU

CANCommunications Circuit 1

CAN Communications Circuit 1
CAN Communications Circuit 1
CAN Communications Circuit 1
CAN Communications Circuit 1
CAN Communications Circuit 1



Diagram

Chassis Communications Circuit

Chassis Control
Module

(@)

CAN Communications Circuit 2

\

CAN Gateway

\

TS Communications
Circuit

ADAS Control Unit

@ e

CAN Communications Circuit 1

8 o P
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2010 Infiniti G37 (Sedan)

http://images.thecarconnection.com/Irg/20Hnfiniti-g37-sedan_100234015_1.jpg

Standards CAN
Wireless CommunicationdRemote Keyless Entry, Bluetooth, AM/FM/XM Raeioprietary Radio
Cyber PhysicaAdaptive Cruise ContrdPreCrash System

CANNetwork

Steering Angle Sensor

Unified Meter and A/C Amp

TCM (Transmission Control Module)

PreCrash Seat Belt Control Unit

ECM (Engine Control Module)

AWD Control Unit

A/V Control Unit

Airbag Diagnosis Sensor Unit

BCM (Body Control Module)

0. ICC Integrated Circuit (Intelligent Cruise Control)
11. IPDM E/R (Intelligent Power Distribution Module Engine Room)
12. ABS Actuator and ECU

13. 4WAS Main Control Unit

14. Driver Seat Control Unit

15.DLC

BOo~NoohrwN R



RKE

TPMS
Bluetooth
FM/AM/XM
Cellular
Internet / Apps

Diagram

BCM

BCM

A/V Control Unit
A/V Control Unit
N/A

N/A

CAN
CAN
CAN
CAN
N/A
N/A

(te))
A

O © w&x

CAMN Network

3 L




S

ht://ulad.wikiedi.org/ikipedia/commons/f/fZ/Ooanfiriti-GSSSn.jp
Standards CAN

Wireless CommunicationdRemote Keyless Entry, Bluetooth, AM/FM/XM Raeioprietary Radio
Cyber PhysicalAdaptive Cruise Control, Rferash System

CAN Commuigiations
ABS/TCS/VDS
Intelligent Key Unit
IPDM E/R

ECM

AWD ECU
Combination Meter
BCM

Steering Angle Sensor

. Driver Seat Control Unit
10. Transmission Control Module (A/T Assembly)
11.DLC

©Co~NoohswN R

RKE BCM CAN
TPMS BCM CAN
Bluetooth A/V ControlUnit None
FM/AM/XM A/V Control Unit None
Cellular N/A N/A

Internet / Apps N/A N/A
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2014 Jeep Cherokee
e

http://www.digiféltrends.com/wpcontent/uploads/2013/02/2014jeepcherokeel.jpg

Standards CAN, LIN

Wireless CommunicationgRemoteKeyless Entry, Bluetooth, AM/FM/XM Radio, Cellular-iVi
Proprietary RadipUmnnect

Cyber PhysicalAdaptive Cruise Contralith Stop and gpParallel and Perpendicul®arking Assist
Forward Collision Warning with Crash MitigatibaneSense Lane Dehae Warning



CAN C Bus

ABS MODULERANTLOCK BRAKES

AHLM MODULEHEADLAMP LEVELING

ACC MODUL-RADAPTIVE CRUISE CONTROL
BCM MODULEBODY CONTROL

CCB CONNECTGHR AR CAN C BODY

CCIP CONNECTBIAR CAN C IP

DLC DATA LINK CONNECTOR

DTCM MODULBDRIVETRAIN CONTROL

EPB MODULELECTRONIC PARKING BRAKE
0. EPS MODUL-EELECTRIC POWER STEERING
11. ESM MODULEELECTRONIC SHIFT

12. FFCM CAMERAORWARD FACING

13.IPC CLUSTER

14. OCM MODULEOCCUPANT CLASSIFICATION
15. ORC MODUL-EOCCUPANT RESTRAINT CONTROLLER
16. PAM MODULEPARK ASSIST

17. PCM MODULEPOWERTRAIN CONTROL (2.4L)
18. RADIO MODULERADIO

19. RFH MODULERADIO FREQUENCY HUB

20. SCM MODULESTEERING CONTROL

21. SCLM MODULEBTEERING COLUMN LOCK
22. TCM MODULETRANSMISSION CONTROL

Boex~NooghrwdE

CAN IHS Bus

AMP AMPLIFIERRADIO
BCM MODULEBODY CONTROL

CCB CONNECTCBIAR CAN IHS BODY

CCIP CONNECTCSAR CAN IHS IP

DDM MODULEDOOR DRIVER

DLC DATA LINK CONNECTOR

EDM MODULEEXTERNAL DISC

HSM MODULEHEATED SEATS

HVAC MODUL-B/C HEATER

0.1CS MODULENTEGRATED CENTER STACK SWITCH
11. IPC MDDULE CLUSTER

12. LBSS SENSEBLIND SPOT LEFT REAR

13. MSM MODULEMEMORY SEAT DRIVER

14. PDM MODULEDOOR PASSENGER

15. PLGM MODULEPOWER LIFTGATE

16. RADIO MODULERADIO(Not a Bridge)

17. RBSS SENSCR.IND SPOT RIGHT REAR

Beoe~NoohrobE



LIN Bus

AGS ACTUAT@RILL SHUTTER

AHLM MODULBEADLAMP LEVELING
ASBM SWITGCBANK

ASU SIREN

BCM MODULIBODY CONTROL
CRVMM ASSEMBREAR VIEW MIRROR
DDM MODULBOORDRIVER

DSBM SWITGWINDOW / DOOR LOORIVER
FLLA ASSEMBIAMPLEFT FRONT

0. FRLA ASSEMBIAMRRIGHT FRONT

11. GEN GENERATOR

12. HUM SERORHUMIDITY

13.1BS SENSA@ATTERY CURRENT
14.1PC MODULELUSTER

15. ITM MODULENTRUSION

16. LRSM MODUHHGHT RAIN SENSOR
17. PADL LAMRIRBAG DISABLE

18. PCM MODUL-BEOWERTRAIN CONTROL
19. PCM Diesel MODUHOWERTRAIN CONTROL
20. RVCM ASSEMBVIDEO CAMERA

21. SCCM MODULETEERINGONTROL

22. TSBM MODUEEERRAIN SWITCH BANK
23. VSM MODULEOLTAGE STABILITY

24. WCPM MODULEHARGER WIRELESS

Boex~NooghrwdE

RKE RFHM CANC
TPMS RFHM CANC
Bluetooth Radio CAN CCAN IHS
FM/AM/XM Radio CAN CCAN IHS
Cellular Radio CAN CCAN IHS

Internet / Apps Radio CAN CCAN IHS



Diagram

Radio

CAN IH3




2014 Dodge Ram 3500

http://imagese.alphcod'rs.cAom/47 4170.j 7
Standards: CAN, LIN

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM Radio, CellulaF;iWi
Proprietary RadigUconnect

Cyber Physicalt’s big. It burns lots of gas.

CAN C Bus
1. ABS

2. ASCM
3. BCM
4. DTCM
5. ITBM
6. PAM

7. PCM

8. ORC
9. RADIO
10. RFH
11. SCCM
12. TCM
13. VSIM



CAN IHS Bus

AMP
BCM
DDM
EDM
HSM
HVAC
ICS
MSM

. PDM
10. RADIO

©Coe~NoohwNRE

LIN Bus

BCM
COM
DDM
LRSM
SCCM

okwhE

RKE RFH CANC
TPMS RFH CANC
Bluetooth Radio CAN CCAN IHS
FM/AM/XM Radio CAN CCAN IHS
Cellular Radio CAN CCAN IHS
Internet / Apps Radio CAN CCAN IHS




Diagram

Radio

CAN IH3




2014 Chrysler 300

http://www.chrysler.com/assets/images/Vehicles/2014/300/PhotosVideos/Exterior/large/300_ext_expand_0000_15.jpg

Standards: CAN, LIN

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFiCellular,
Proprietary RadipUconnect

CyberPhysicalAdaptive Cruise ContrdPark Assist

CAN C Bus

ABS
AFLS
BCM
IPC
ORC
PAM
PCM
RFH

. SCCM
10. TCP
11. TPM

©CoNoOhWNE



CAN IHS Bus

BCM
DDM
HSM
HVAC
MSM
PDM
RADIO

NoogbowpRE

AFLS
BCM
COM
DDM
LRSM
SCCM

ook E

LIN Bus

RKE RFH CANC
TPMS TPM CANC
Bluetooth Radio CANIHS
FM/AM/XM Radio CANIHS
Cellular Radio CANIHS
Internet / Apps Radio CANIHS
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2014 Dodge Viper

http://www.drivesrt.com/news/wp-content/uploads/2013/09/TAColor.jpg

Standards: CAN, LIN

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFiCellular,
Proprietary RadipUconnect

Cyber PhysicaFast

CAN C Bus
ABS
ADCM
BCM
ORC
PCM
RFH
SCCM
TPM

N O h WD R

LIN Bus

1. BCM
2. DDM
3. SCCM



CAN IHS Bus

1. BCM

2. DDM

3. HVAC

4. ICS

5. PDM

6. RADIO
RKE RFH CANC
TPMS TPM CANC
Bluetooth Radio CANIHS
FM/AM/XM Radio CANIHS
Cellular Radio CANIHS
Internet / Apps Radio CANIHS
Diagram

©) L &
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CAN-C

© HCE

BCM

-
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CAN IHS
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2015 Cadillac Escalade AW
A

http://image.motortrend.com/f/roadtests/suvs/1310_2015_cadillac_escalade_first_look/54528620/2@MHlacescalade
front-three-quartersview.jpg

Standards: CAN, MOST, LIN

Wireless Communicatiorigemote Keyless Entry, Bluetooth, AM/FM/XM RadieFiMCelllar,
Proprietary RadiopOnStar

Cyber Physicalront and rear automatic breakindutomatic collision preparatiorfull-speed adaptive
cruise control

PT-CAN (power train controller area network)

DME
ACSM
KAFAS
EKPS
EGS
GWS

oakwmnE



Low Speed GMLAN (CAN)

1.info display module

2.radio

3.telematics communication interface modulér CIM)
4.HVAC

5.media disc player

6.instrument cluster

7.passenger presence module

8.keyless entry control modul¢KECM)

9.trailer interface control module

10. front and rear parking assist control module

11. side object sensor module left

12. active safey control module

13. body control module

14. lift gate control module

15. video processing control module

16. inflatable restraint sensing and diagnostic module
17. assist step control module

High Speed GMLAN (CAN)

1.distancesensing cruise control module
2.engine control module

3.transmission control module

4.active safety control module **
5.telematics communic#on interface control module (TCIM)
6.human machine interface control module
7.power steering control module

8.body control modué

9.electronic brake control module

10. park brake control module

11. suspension control module

12. chassis control module

LIN
1. BCM
2. TPIM
1. RADIO
2. Instrument cluster
3. Amp
4. Media disk player
5. Human interface control module



RKE KECM Low SpeedCAN

TPMS KECM Low Speed CAN
Bluetooth TCIM Low & High Speed CAN
FM/AM/XM Radio MOST

Cellular TCIM Low & High Speed CAN
Internet / Apps TCIM Low & High Speed CAN
Diagram

©

Low Speed
CAN

pow &

R —

High Speed CAN

©) =

PT-CAN




2006 Ford Fusion

B
gassniin

http://wwwjblogcdn.com/www.autoblog.com/media/2006/03/F0|=EusionCrashtest—resized.jpg
Standards: CAN
Wireless CommunicationRemote Keyless EntifsM/FM Radio, Proprietary Radio

Cyber PhysicaNone

HS CAN

1. ABS
RCM
OCSs
IC
TCM
PCM

oA wN

MS CAN
HCS(heated/cooled)
MM (mem module)
Dsp

Sb

Ddm

Radio

Eatc

Datc

IC

©CeNooOhwNRE



RKE SJB

TPMS SJB
Bluetooth N/A
FM/AM/XM Radio
Cellular N/A

Internet / Apps N/A

Diagram

MS CAN
MS CAN
N/A
MS CAN
N/A
N/A

MS-CAN
(tE) p
IC
'eF
HS-CAN

(@)




2014 Ford Fusion

http://upload.wikimedia.org/wikipedia/commons/b/be/2013_Ford_Fusion_Titanium2012_NYIAS.JPG

Standards: CAN

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFiMCellular,
Proprietary RadipSYNC

Cyber Rysical: hne keeping asst, Adaptive cruise control with forward collision warnifapllision
warning only precharges brakésActive Park assist

HS CAN 1
1. APIM
2. BCM
3. PCM
4. DCto DCconverter control module
5. HCM(headlamp control)
6. Gateway module



HS CAN 2

1.RCM

2.0CsSM

3.ADIM(auto dimmingnterior mirror)
4.Proximity warning radar unit

5.ABS

6.PSCM

7.SCCMsteering column)
8.HUDMheads up display

9.VDM VehicleDynamics

10. TRCMtransmission range control)
11. FSCMfront seat climate control)
12. PMCSMpassenger multi contour seat moduile
13. CCM-cruise control module

14. Gateway module

HS CAN 3

APIM

ACM

FCDM

IPC- instrument panel
ADSPM4dudio digital processing
CD

Gateway module

MS CAN

10. GPSM

11. APIM

12. FCIM (front control interface)

13. PCM

14. RTM (adiotransceivermodule)

15. DDM (driver door)

16. DSM driver seal

17. SODLdide obstacle detect left

18. SODR

19. HSWM [jeated steering whegl

20. DMCSMdriver multi contour seat modu)e
21. DSM {river seat module

22. DDM (river door modulg

23. Rear gate trunk module

24. Sde obstacle detection control module
25. Gateway module

NoogbhowbdRE



RKE
TPMS
Bluetooth
FM/AM/XM
Cellular

BCM
RTM
APIM
ACM
APIM

Internet / Apps APIM

Diagram

W

HS-CAM 1

Y

~
3

APIM

=

HSCAN1L

MSCAN

MS CAN, HS CAN1, HSEAN
HS CAN 3

MS CAN, HS CAN1, HSEAN
MS CAN, HS CAN1, HS CAN3

(@)

HS-CAN 2

Gateway
Module

T~

(ce))

HS-CAM 3

MS-CAN

©




2014 BMW 3 Series (F30)

A TR
http://www.roadandtrack.com/cm/roadandtrack/images/zQ/063GT.jpg

Standards: CAN, FlexrdyQST

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFMCellular,
Proprietary RadipConnectedDrive

Cyber PhysicaParking assist moda, Gollision detection (vibrate wheellane warning (light)

K-CAN (body controller area network)
IHKA

CON

TRSVC

TPMS

SMFA

FEM-front electronics module

ouhwnE

K-CAN2

Head unit

Combox

Rear electronic module

Fzd

Pma—parking maneuver assistant
Ha

oukwnE



PTFCAN (power train controller area network)

7. DME-digital motor electronics

8. ACSM

9. KAFAS

10. EKPS

11. EGS

12. GWS
Flexray

3. SWW

4. EPS-electromechanical power steering

5. VDM

6. DSG-dynamic stability control (brakes)

7. ICM

8. DME

6. Head unit

7. Combox-comboxemergency call, multimedia combox

8. Kombi

9. Dvdc

10. Ampt
RKE FEM K-CAN
TPMS TPMS K-CAN
Bluetooth Head unit K-CAN2, MOST
FM/AM/XM Head unit K-CAN2, MOST
Cellular Combox K-CAN2, MOST

Internet / Apps Combox K-CAN2, MOST



Diagram

PT-CAN

3

Head Unit

“A’) B

(@)

Flexray

NIZ

K-CANZ2




2014 BMW X3 (F25)

http://static.autoexpress.co.uk/sites/autoexpressuk/fiIes/11106559231880430.jpg
Standards: CAN, Flexr&dyQST

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFiMCellular,
Proprietary RadipConnectedDrive

Cyber PhysicaDynamic cruise control (includes brakinByrking assist modul&pllision detection
(vibrate wheel), &ne warning (light)

K-CAN (body controller area network)

1. IHKA
CON
CID
HUD
FLA
TRSVC
TPMS
SMFA
. HKL
10. ZGM
11.CIC

©PeNOOAWN



K-CAN2

ZGM
FRM
FzZD
JBE

oohsLNE

RAD

CAS-car access system

PTFCAN (power train controller area network)

DME
ACSM
EKPS
EGS
GWS
EMF

ook E

EPS
VDM
DSC
ICM

VTG

okwhE

CiC
Combox
Kombi
Dvdc
ampt

ogbhonE

RKE CAS K-CAN2
TPMS TPMS K-CAN
Bluetooth CiC MOST KCAN
FM/AM/XM CIC MOST K-CAN
Cellular Combox MOST KCAN2
Internet / Apps Combox MOST KCAN2




Diagram

S

Combox

a

K-CANZ

K-CAN

PT-CAN

(@)

Flexray
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2014 BMW i12

http://upload.wikimedia.org/wikipedia/commons/d/db/BMW _Concept_Vision_Efficient_Dynamics_Front.JPG

Standards: CAN, Flexr&dyQST

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFMCellular,
Proprietary RadipConnectedDrive

Cyber Physicatollision warning with city braking functipBynamic crise control (includes braking)

K-CAN (body controller areaetwork)

1.

SRS

IHKA- Integrated automatic heating/air conditions
CON:- controller

ASD-active sound design

AMP- amplifier

TBX-touchbox

TCRc telematics communication box

K-CAN2

1.
2.
3.

FZD-roof function center
TRSVEtop rear side view camera
PDGC- parkdistance control



K-CAN3
1. FLER-frontal light electronics right
2. FLEL-frontal light electronics left
3. VSG-vehicle sound generator

PTFCAN (power train controller area network)

. LIM-charging interface module

DME-digital engine electronics

TFE-hybrid pressure refueling electronic control unit
GWS-gear selector switch

EGS-electronic transmission control
EMF-electmechanical parking rake

KAFAS camerabased driver support systems

EME- electrical machine electronics

ONoOOhWNE

PTCAN 2 (powetrain controller area network)

REME-range extender electrical machine electronics
SME-battery management electronics

DME-digital engine electronics

GWS-gear selector switch

EGS-electronic transmission control

EME- electrical machine electronics

oohs0NE

Flexray

ACSM; advanced crash safety module
EPS-electornic power steering
SAS-optional equipment system
DSG-dynamic stability control
DME-digital engine electronics

EME- electrical machine electronics

oahkwmnE

MOST
1. Head unit
2. Kombi—instrument cluster

RKE ZGM/BDC ALL
TPMS BDC ALL
Bluetooth Headunit MOST
FM/AM/XM Headunit MOST
Cellular TCB K-CAN

Internet / Apps TCB K-CAN



Diagram

K-CAN 8
S

(o))

K-CANZ

p ZGM
@ K-CAN3

®)

Flexray

Head Unit

3

PT-CANZ

E@ﬂ PT-CAN




2014 Range Rover Evoque

http://evoque.landrover.com/static/images/content/|53@ure-models930x530.jpg

Standards: CAN, LIN, MOST

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM RadieFNMCellular,
Proprietary RadiplnControl

Cyber Physical: Electronic RavAssisted Steering (EPAS), Adaptive Craistdl, Automatic Self
Parking

CANHS Chassis System

1. Restraints Control Module
Module—Parking Aid Control
Module— AWD Control
Module—DampingContinuously Variable
Module— GeneralProximity Sensor
Switch@ackTerrain Response
Diagnostic Connector

Module ¢ Gateway

. Module—Power Steering

10. Module—Integrated Brake Control
11. Module— Steering Wheel

©oNoOhWN



CANHS Powertrain System

Junction boxg Central(BCM)

Module ¢ Gateway

Module— Steering Column Lock
Restraints Control Module

Module— AWD Control

Diagnostic Connector

Instrument Cluster

SwitchAutomatic Transmission

Module— Electric PariBrake Control

0. Module ¢ Telematic Control

11. Module— ControtOccupant Classification
12. Module— ControtOccupant Classifation Sensor
13. Module— Integrated Brake Control

14. Module— Adaptive Speed Control

15. Module—Headlamp Leveling

16. Module— Transmission Control

17. ECM

Boex~NooghrwdE

CANMS Body System

Junction Box Central

Diagnostic Connector

Module— Driver Door

Module ¢ Telematic Control
Mirror —Rear View

Module— Passenger Door
Module— Seat MemoryPassenger
Module—Powered lid Luggage Compartment
. Keyless Vehicle Module

10. Module— Seat MemoryDriver

11. Module ¢ Gateway

©Coe~NoohONRE

' CANMS Comfort and Convenience System |

Module ¢ Gateway

Fuel FiredBooster Heater

Unit ¢ Multi Information Display
Touch Screen

Module— Climate Control
Integrated Control Panel
Diagnostic Connector

Module ¢ Navigation Control
Module—Blind Spot MonitoringRight
0. Camera-Rear View

11. Module—Bling Spot Monitoring.eft
12. Module—Image Processing

13. Instrument Cluster

BoOo~Noohrwd R



Unit—Immobiliser Antenna
2. Junction BoxCentral

3. Motor —Roof Blind- Front
4. Console-OverheadFront
5. Sensor Rain

6. Sounder Battery Backup
7

8

9

=

Module— Steering Wheel
Cruise Controls Remote
. Clockspring
10. Module— Heater Controt Steering Wheel
11. Switch— Remote- ICE
12. Module—Heated SeaPassenger
13. Module— Climate Control
14. Sensor Humidity
15. RH Rear Seat Heater Module
16. RH ALR Temperature Door Motor
17. Screen Air Distribution Door Motor
18. Motor — Recirculation
19. LH Air Temperature Door Motor
20. Module— Climate Control
21. Motor — Air Distribution Feet / Face
22. Module—Heated Seat Driver
23. Switchpack- Rear Console
24. LH Rear Seat Heater Module
25. Module—Driver Door
26. Switchpack- Mirror Window-Driver
27. Module— RearDoorLeft
28. Module—Passenger Door
29. Module— Rear DooiRight
30. Module—Headlamp Leveling Control
31. Headlamp- Left
32. Headlamp- Right
33. Module ¢ Gateway
34. Generator
35. ReceiverRF
36. Keyless Vehicle Module
37. Module— Voltage Quality
38. Module— Battery Monitoring System
39. Module— Control Quiescent Current



MOST Rings

NouhkowpRE

RKE

TPMS
Bluetooth
FM/AM/XM
Cellular
Internet / Apps

Touch Screen

Connector MOST Diagnostic
Integrated Audio

Module Audio Amplifier
Entertainment Module
Module—TV Control

Module Tuner DAB

Keyless Vehicle Module
Junction Box Central
Module—Navigation Control
Module— Navigation Control
Module—Telematic Control
Module— Navigation Control

CANMSBody System

CANMS /CANHS
CANMSComfort & Convenience
CANMSComfort & Convenience
CANHSPowertrain
CANMSComfort & Convenience



Diagram

CAN-MS Body

e

O

CAN-MS Comfort and Convenience

(ce)) >B

Module

- Gateway

(©)

CAMN-HS Chassis

Junction box - Central

CAN-HS Powertrain

a




2010 Range Rover Sport

http://static.cargurus.com/images/site/2009/07/14/18/33/20and-rover-rangerover-sport-scpic-57937.jpeg
Standards: CAN, MOST
Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM Radio, Proprietary Radio

Cyber PhysicaRdaptive Cruise Control, Collision Restraint System

Junction boxCentral
Module— Passenger Door
Module—Driver Door
Memory Control Module
Keyless Vehicle Module
Module— Climate Control
Module— Parking Aid
Module— Cameras
Mirror — Electrochromic
. Fuel fired Booster Heater
. Audio Head Unit
. Integrated Control Pandlpper
. Module— Climate Control
. Diagnostic Socket
. Instrument Cluster

©CeNooahrwNE
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CANHS

BN hrwhE

ECM

AFS Control Module

ABS Module

Module— Speed Control
Dynamic Response Module
TCM and Control Valve Body
Transfer Box Control Module
Junction boxCentral
Diagnostic Socket

. Instrument Cluster

. Module—- Steering Column Lock

. Module— Air Suspension

. Sensor Occupancy Detector

. Switch packeCenter Console

. Restraints Control Module

. Sensor- Steering Angle

. Rear Differential Control Module

. Module—Damping Continuously Variable
. Module—Parking Brake

MOST Rings

1. Audio Head Unit

2. Touch Screen Display

3. Amplifie-Power

4. Module—Portable Audio Interface

5. Seat Entertainment Module

6. Module—Tuner

7. Module—Telephone
RKE Keyless Vehicle Module CANMS
TPMS Junction Box Central CANMS / CANHS
Bluetooth Module—Telephone MOST
FM/AM/XM Audio Head Unit CANMS
Cellular N/A N/A

Internet / Apps N/A N/A



Diagram

>
CAN-HS
@)

/

@ (o))

Junction Box - Central Audio Head Unit

N

CAN-MS

&2




2006 Range Rover Sport

http://images.thecarconnection.com/med/208&nd-rover-rangerover-sport-4dr-wgrnwhite_100047815_m.jpg
Standards: CANMIOST

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM Radio, Proprietary Radio

Cyber Physicahdaptive Cruise Control

CANMS

Instrument Cluster

Diagnostic Socket

Fuel Fired Booster Heater

Tire Pressure Monitoring Control Module
Audio Head Unit

Automatic Temperatur€ontrol Module
Parking Aid Control Module

Central Junction Box

©ONOOUhWNE



CANHS

Boex~NooghrwdE

0.
11.
12.
13.
14.
15.
16.

Instrument Cluster

Air Suspension Control Module
Sensor Steering Angle
Diagnostic Socket

Switch packCenter Console
Rear Differential Control Module
Parking Brake Module
Restraints Control Module
Speed Control Module

ECM

Generator

Transmission Control Module
Transfer Box Control Module
ABS

Dynamic Response Module
AFS ECU

MOST Rings

1. Audio Head Unit

2. Touch Screen Display

3. Amplifie-Power

4. Module—Portable Audio Interface

5. Seat Entertainment Module

6. Module—Tuner

7. Module—Telephone
RKE Keyless Vehicle Module CANMS
TPMS Junction Box Central CANMS / CANHS
Bluetooth Module—Telephone MOST
FM/AM/XM Audio Head Unit CANMS
Cellular N/A N/A

Internet/ Apps N/A N/A



Diagram

k(%1
CAM-HS
@)

Junction Box - Central Audio Head Unit

© ®

/

CAM-MS

22




http://image.automobilemag.com/f/63379071+q100+re0/204dyota-priusthree-quartersdriversview-001.jpg

Standards: CAN, LINVGLAN

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/R¥ddio, Cellular, Proprietary
Radiq SafetyConnect

Cyber PhysicaRdaptive Cruise ContrdbeltParking Systenire-Collision System

LIN Power Windows and Sliding Roof

Main Body ECU

Power Window Regulation Motor Assembly (front passenger)
Power WindowRegulation Motor Assembly (front driver)
Power Window Regulation Motor Assembly (rear passenger)
Power Window Regulation Motor Assembly (rear driver)
Sliding Roof ECU

Multiplex Network Master Switch Assembly

NooohkowpRE

LIN Smart Key System

1. Power Management ContrdeCU
2. Transmission Control ECU

3. Immobiliser Code ECU

4. Certification ECU



LIN Air Conditioning System
1. Air Conditioning Amplifier Assembly
2. Air Conditioning Control Assembly

CAN vIBus
1. Main Body ECU (LIN Also)
ECM
Power Management ECU (LIN, Power Management Bus, CAN v2 Bus)
Transmission Control ECU (LIN Also)
Navigation Receiver Assembly
Main Body ECU
Power Steering ECU
Certification ECU
Yaw Rate and Acceleration Sensor
. Airbag ECU Assembly
. Steering Angle Sensor
. Skid Control ECU
.DLC3
. Combination Meter

© PN OhAWN

e o =
A WNPRO

CAN Power Management Bus
1. ECM
2. Air Conditioning Amplifier Assembly
3. Skid Control ECU / ABS
4. Power Management Control ECU

CAN v2 Bus
1. Power Management Control ECU
2. Seat Belt Control ECU
3. Driving Support ECU

CANParking Assist Bus
1. Driving Support ECU
2. Lane Recognition Camera
3. Millimeter Wave Sensor

AVGLAN
1. Stereo Component Amplifier Assembly
2. XM Satellite Radio Tuner
3. Navigation Receiver



RKE

TPMS
Bluetooth
FM/AM/XM
Cellular
Internet / Apps

Diagram

Certification ECU
TPMSDisplay light only)
Navigation Receiver Assembly
Navigation Receiver Assembly
Telematics ECU

N/A

LIN/ CAN vl

CAN v1 (Display light only)
CAN vl

CAN vl

None

N/A

CE

CAN Power Management

_—
-
-1
s
S

9

MNavigation Receiver

f AVC-LAN ,;

Telematics
© © a

Power Management
ECU

0y

Driving Support ECU

Main Body ECU

Certification ECU

s N

CAN v2

CAN Parking Assist




2010 Toyota Prius

=2 ) .

Chri s’ Prius!

StandardsCAN, LIN, AVICAN

Wireless CommunicationRemote Keyless Entry, Bluetooth, AM/FM/XM Radio, Cellular, Proprietary
Radiq SafetyConnect

Cyber Physicahdaptive Cruise Control, S&#frking System, Pr€ollision System

LIN Power Windows and Sliding Roof

Main Body ECU

Power Window Regulation Motor Assembly (front passenger)
Power Window Regulation Motor Assembly (front driver)
Power Window Regulation Motor Assembly (rear passenger)
Power Window Regulation Motor Assembly (rear driver)
Sliding Roof ECU

Multiplex Network Master Switch Assembly

NooubkowpRE

CAN Power Management Bus

1. ECM

2. Air Conditioning Amplifier Assembly
3. Skid Control ECU / ABS

4. Power Management Control ECU



CAN v2 Bus
1. Power Management Control ECU
2. Seat Belt Control ECU
3. Driving Support ECU

CAN vIBus

Main Body ECU (LIN Also)

ECM

Power Management ECU (LIN, Power Management Bus, CAN v2 Bus)
Transmission Control ECU (LIN Also)
Navigation Receiver Assembly

Main Body ECU

Power Steering ECU

Certification ECU

Yaw Rate and Acceleration Sensor
0. AirbageCU Assembly

11. Steering Angle Sensor

12. Skid Control ECU

13.DLC3

14. Combination Meter

Boeoe~NoohrwdE

CAN Parking Assist Bus
1. Driving Support ECU
2. Lane Recognition Camera
3. Millimeter Wave Sensor

AVCGLAN
1. Stereo Component Amplifier Assembly
2. XM Satellite Radio Tuner
3. NavigationReceiver

LIN Smart Key System
1. Power Management Control ECU
2. Transmission Control ECU
3. Immobiliser Code ECU
4. Certification ECU

LIN Air Conditioning System
1. Air Conditioning Amplifier Assembly
2. Air Conditioning Control Assembly



LIN Advanced ParkinGuidance

1. Parking Assist ECU
2. Ultra Sonic Sensor LH

LIN / CAN v1

CAN v1 (Display light only)
CAN vl

CAN vl

N/A

N/A

RKE Certification ECU
TPMS TPMSECUDisplay light only)
Bluetooth Navigation Receiver Assembly
FM/AM/XM Navigation Receivekssembly
Cellular Telematics ECU
Internet / Apps N/A
Diagram
f (L)
CAM Power Management
_—~
NIZ

CAM v1

(©)

Telematics

ECU

a

MNavigation Receiver Power Management

ECU

oy

Driving Support ECU

Main Body ECU

Certification ECU

AVC-LAN
[ —

CAN v2

CAN Parking Assist




http://upload.wikimedia.org/wikipedia/commons/6/60/2006_Toyota_Prius.jpg
Standards: CAN, BEAN, ANVKIN
Wireless CommunicationRemote Keyless Entiluetooth, AM/FM/XM Radio, Proprietary Radio

Cyber PhysicaNone

CAN Bus

ECM

HV ECU

Yaw Rate and Deceleration Sensor
Battery ECU

ABS ECU

Electronic Power Steering (EPS) ECU
Steering Angle Sensor

DLC3

Gateway ECU

©CeNohsWONE



BEAN Bus

Power Source Control ECU
Combination Meter

Tire Pressure Monitor ECU
Certification ECU
Transmission Control ECU
Transponder Key ECU
Driver Side Junction Block
A/C ECU

Gateway ECU

AVGLAN

©Coe~NoohwNRE

1. Navigation ECU
2. Audio Amplifier
3. Radio and Media Player
4. Multi-Display
5. Gateway ECU
RKE Transponder Key ECU BEAN
TPMS Tire Pressure Monitor ECU BEANDisplay light only)
Bluetooth NavigationECU AVCLAN
FM/AM/XM Navigation ECU AVCGLAN
Cellular N/A N/A

Internet / Apps N/A N/A
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Analysis of automotivieetworks

As you can see, each manufacturer differs not only in remote communications and cyber physical
systems, but also network architecture. This means that remote compromises will generally be different
for each manufacturer and each car.

Analysis
1 Thenumber ofECU$aveincreasedover time
o0 Infiniti went from 11 in 2006 to 34 in 2014
o Jeep went from 7 in 2010 to 17 from 2014
o0 Range Rover weirfrom 41 in 2010 to 98 in 2014
0 Toyota Prius wenfrom 23 in 2006 to 40 in 2014

9 There are a large number BICUsn 2014 vehicles from 19 (Dodge Viperp®(Range Rover)

1 Theremote attack surface and the number of cyber physical featuresi@agsasedas time has
gone on.

1 The number oflifferent networksin cars (complexity of architecture) hareasedover time.

1 Theaddition of ECU®ver time is aesultof manufacturers requiring morechnology
specifically aroundiser experiencandsafety, which is moseasily addedo the vehicle by
patching it into themultiplex systems availableénsteadof addingnew wiring or networks

1 Vehicles are havingpmmondesktoptechnology such asveb browsersand incarapps
providing afamiliar attack surfacknown toattackersfor many years [12].

1 TheTPMSandRKEare themost likely ECUs with remote attack surfamethe same segment as
cyber physical ECUs.

1 6out of 14 (42%) of the 2014 vehicles we looked at haveeparationbetween at least one
cyber physical ECU and one with remote attack surfaces.

1 The diagrams of the cars examined (above) show netigpdlogies with alargedegree of
variance Somevehicles separate certafanctionalitywhile others had most of theechnology
and cyber physical components on th@me bus

1 On the other hand, Careanufacturedin the sameregiontend to havesimilar network
topologies We ' ve seen ¢ o mdapanesédayatahiiinfiretiyGerman@sdi/Mwn
& BMW), andAmerican(GM & Ford) automobiles. This could be due to similar thought process
or engineer turnover.

1 Cyber physicatontrols, such asdaptive Cruis€ontrol aremore prevalent innewer
automobiles. Much of the new technology has to do wgtistomer demandor more safety
conscious automobiles. Permittimpmputersto perform physicalactions make thelriver safer



but at the same time, give aattacke built-in functionality of which tabuseto bring potential
harm to the passenger and vehicle.

1 Our survey showsewer cars havenore cyber physicafeaturesbut many times arsegmented
on different computemetworks Since we did not have all of tlvars reviewed in this paper we
cannot say definitely how big of an obstacle segmented networks would put in front of an
attacker. From our perspective, we haaely seen segmentation used fgecurityboundaries
instead network segmentation is used fown-communicablenetwork buses

T ‘" Hopaichablei s t he mode?Ri gahutt onnoowb, i |seettavrexalhotiees ori v e d
the 2010 Ford Escape and the 2010 Toyota Prius. All of thguired us to bring the vehicle to
a local dealershiplt doesnot appear that many manufacturers support Oxbe-Air OTA
update as this time (Jul ynealyaseHeytiveurititdicreseft seen pa
automatedthe WindowsUpdatefunctionality and assume vehicles will not be any different.

Most Hackable
1. 2014 Jeep Cherokee
2. 2015 Cadillac Escalade
3. 2014Infiniti Q50

Least Hackable
1. 2014 Dodge Viper
2. 2014 Audi A8
3. 2014 Honda Accord



C&C Car Ratings

++

Least Hackable

2014 Audi A8
2014 Honda
Accord LX
2014 Infiniti
Q50

2010 Infiniti G37
2014 Jeep
Cherokee
2014 Dodge
Ram 3500
2014 Chrysler
300

2014 Dodge
Viper

2015 Cadillac
Escalade
2006 Ford
Fusion

2014 Ford
Fusion

2014 BMW 3
series

2014 BMW X3
2014 BMW i12
2014 Range
Rover Evoque
2010 Range
Rover Sport
2006 Range
Rover Sport
2014 Toyota
Prius

2010 Toyota
Prius

2006 Toyota
Prius

++
++

++

Most Hackable

++

++

++

++

++

++



DefendingAgainst Remote Attacks

Now that we understand the entire chain of events necessary to go fesnotely communicating with

vehicle to controlling cyber physical featurege can have an informed discussion ableow to defend

these attacksAs such an attdcis necessarily mulitage in nature, it is our opinion that the defense

should be layered as well, making each stage of such an attack difficult to achieve. Below is a list of such
ideas.

Secure Remote Endpoints
First, minimize the attack surface alotk down remote services as much as possible. This probably
goes without saying. However, as the history of software security slumngylete security is not

achievable Engineering power houses |i ke Micaweboft and
browser that can go a few months without atiwral securitypatch, so there is no reasda think that
we ' | lalO@% seeur8uetooth stack anytime soon. Nonetheless, trying to minimize the number of

vulnerabilities is still an important ste@n top of all the secure engineering issues, more and more
technology is being added every yeargating additionaattack surface. While we condone securing
remote end points, we don’'t believe it should be
automobile.

CAN Injection Mitigations

Once an attacker gets code running on an ECU, it is possible to nhakddt tofor the attacker to

inject CAN messag@smediately. For example, thdugtooth stack probablgoes not need the ability
tosendCANnesages (but we can’t .dtceapsitedematidsynitgiruthee anyt hi
future may run Android which would have this capa
technologies (and Android in particular), there is always a way tapesthese sandboxes or elevate

privileges, say through a Linux kernel exploit, to bypass these mechanisms.

Message Cryptography

One idea oftersuggesteds to cryptographically verify CAN messages to make injection diffiChé.
ideaisthatonlyth&€C4d ( and mechanics tools) have the keys a
able to send valid CAN messages on the compromised automotive network. This idea may present

obstacles for attackers who add rogue devices to automotive networks, but in thextmf a remote

attack, the attacker is executing code on a compromised ECU. At this point, the keys are also

compromised, or at least the albylito send valid CANmessages So t his i dea doesn’t
much of an obstacle in the remote attas&enarig which is most concerning to consumers and

manufacturers alike



Network Architecture

As we've seen by looking at existing automotive a
of a challeng to attack safety critical EGlthan others.This forwards the idea that manufacturers

should design their automotive networks in such a way to isolate those ECUs with remote functionality

from those that control safety critical features. This is a great idea and is definitely recommended.

Howeve, it is not a panacea and doast solve all the problems. First, major architectural changes like
this are expensive, take years to implement, amaist likelya r e n’ t  ghappeamigg ahytme lscon.

One of the underlyingroblemsis that while you anisolate these two types of EGlsome

communication between them is likely. This means there will have to be some kind of QatEeay

between them. This bridge ECU then opens up the possibility of being tricked into forwarding messages
or straightup becoming the target of compromise. While this does add an additional barrier (for
example, the academic researchers cited throughout this work were able to move from one network to
the otherby compromising the bridgeit is not going to be perfectna may even become the single

point of failure.

Additionally, with more connectivity technology, including Vehtol&/ehicle (V2V) and Vehiele-
Infrastructure (V2I), becoming more prevalent, there seems to be the requirement of remote
communications dvices talking to cyber physical components. For example, for V2V collision avoidance
systems to work correctly a wireless component must receive a signal and send messages that control
braking and/or steering.

Attack Detection

A final suggestion t® add attack detectionand preventiontechnologyinto critical CAN networks. This
represents an inexpensive and accurate way to greatly improve the security of CAN networks and can be
added to vehiclesmmediately, especially since most major cyber physioaiponents rely on CAN

(although Flexray and other communications protocols are gaining traction).

Whil e attack detection typically doesn’t work wel
shows that it works quite well in automotive networkEhe primary difference is thaautomotive

networksare highly regular and only involve computers talking with computers, without human

interaction. Furthermore, whilaeypical softwareexploits can vary widely and can be designed to be

stealthy, thisdoesnt appear possible in automotive networks
ours and the academic researchers) all take one of two forms. They are either CAN diagnostic messages

or they are standardnessage with a highly inflated send rate

While it is obvious why diagnostic messages might be dangerous, it may need a quick discussion of why
normal messages used for attack mbst transmittedat a much higher rate than normaThe rate

must be highebecause there are always messages gaiogfECUs to ECUs. Unless the attacker

happens to be on the ECU that sends the particular message the attacker wishes to inject, the original
ECU will still be sending the original messalgeg with the attacker



That means the attacker can send theame message but the target ECU will be receiving messages from
the original ECU and the attackeht this point, the rate of theCANmessageare higher than normal.

But, even more so, in practice, the wayattacker ensures the target ECU listenshe injected

messages and not the original ones is to send them even faster tigaoriginal ECU. Regardless of the
normal message injection attadke rate of messages will be twice as high as normal and in practice 20
100x higher than normalThe poin is that abnormal messages occur whether the attacker is sending
diagnostic messages or normal messages at an increased rate, permitting easy detection and possible
prevention of attacks.

The other interesting aspect of detection, unlike the other po$itds mentioned here, is that individual
researchers can build and test these devices. All of our attacks are published and important aspects of
the academics are public as well. As a proof of concept, we built a small device that plugs intothe OBD
Il port of a car, learns traffic patternand then detects anomalies. Whéme devicedoes detect

something, it short circuits the CAN bus, thus disabling all CAN messages, see Figure below.

CAN defense and protection mechanism

While this particular devieplugs into the OB port, it could just as easilye wired directly into the
CAN busr manufacturers could easily integrate these simple algorithms into existing ECUs at almost no
cost.



Conclusions

Remote attacks against vehicles having physicdidatmons will typically need three stages. These

three stages are remoteompromise;sending injected messages to cyipysical components, and
making the destination ECU perform some unsafe action. In this paper, for a large variety of vehicles,
we identified the remote attack surfac® estimate how difficult remote compromise might be. We

then examined the architecture of the internal networks of each vehicle, identifying the location of ECUs
which process external inputs as well as ECUs that cooggiabilities to cause physical changes to the
vehicle. This will give an indication on how easy it would be to get messages from the former to the
latter. Finally, we identify the features that the car possesses which may help in taking physicdl contro
of the vehicle. Combining this data, we can make rough estimates on the difficulty of remote
exploitation for these vehiclesSince these types of remote attacks will necessarily be suate, we
recommend a defense in depth strategy that includeteddon of message injection as part of an

overall safety strategy.
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